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AmCham Romania Position Paper on the New EU Data Btection Regulation
Introductory Remarks

This document sets out the position of the AmeriCaamber of Commerce in Romani&fiCham
Romania’) with regards to the proposal for a new Data &cbon Regulation launched on 25 January
2012 by the European Commission (tfegulation”).

AmCham Romania is a non-profit and non-politicajiarization that promotes the commercial and
economic interests of American, international amchl business community in Romania. AmCham
Romania is comprised of more than 300 companiesatipg in various business sectors, including
information technology.

AmCham Romania acknowledges that, in the contexttled unprecedented technological
developments in recent years, the right balanced®st the privacy rights of individuals and the need
for the economic environment and consumers to litefne@fn technological progress, must be found.

AmCham Romania supports the European Commissioitsiendeavours to build a strong data
protection framework aiming to increase the pratecof data subjects across the EU and EEA and to
eliminate unnecessary burdens on controllers aodegsors. However, AmCham Romania believes
the proposed Regulation, as currently drafted, pesene significant challenges and, if enacteden th
proposed form, could harm businesses operatingam&aRia and create disincentives for future
investment.

This position paper is issued in furtherance to &ibws the position of AmCham EU on the
Regulation, issued on 11 July 2012, (t#erfCham EU Positior’), which AmCham Romania fully
endorses. Given that AmCham EU Position alreadgrparates and builds on the fundamental issues
raised by pan-European industry voices, this doatinagms to provide an overview of the main
aspects that, in the opinion of Amcham Romania negmtwould significantly impact the Romanian
business environment and the country’s overalllleffeompetitiveness.

Issues and Recommendations

AmCham Romania supports the harmonized legal frasrleprovided by the Regulation. At the same
time, AmCham Romania would like to draw attentiorséveral aspects of the Regulation, which need
further clarification or amendment in order to ems@a consistent approach throughout Member
States. In the age of the ever-present connectioitg-commerce and of cloud computing, AmCham
Romania’s approach takes into account both the reegrovide European and Romanian data
subjects with strong privacy safeguards, as welthascompelling reality that organizations of all
sizes need to constantly innovate and be ablenctin globally, in a manner that would ultimately
generate progress and wealth for all countries.

Below is AmCham Romania’s point of view on certaspects of the Regulation which, in light of
Romania’s current position in the marketplace, a8 as of its regulatory and enforcement stance on



data protection matters to date, need to receirafudaconsideration. If passed in its current fotheg
Regulation is likely to add supplementary compl@bardens on all companies operating in Romania
and to hinder the functional data flows Romaniadsei@ order to remain an attractive place to do
business in the information age.

1. The requirement of express affirmative consent

The Regulation requires the explicit, affirmativensent of data subjects in all circumstances, witho
considering the variety of contexts involving datacessing activities and the uneven privacy impact
in each of such contexts.

This “one size fits all” approach raises particypaoblems for the online environment, which is by f
the most affected sector, given that, by its natiin@akes consent difficult to obtailhe practice of
"ticking boxes" may lead to the overwhelming of uses. By requiring users to opt in to every use of
their data, the Regulation will potentially requiteem to opt in dozens of times, if not more, dgrin
single web surfing session or mobile internet k$awever, AmCham Romania would like to stress
that consumers demand internet services that ateefasy-to-use and efficient. Onerous and static o
in mechanisms instituted by controllers anxioud¢oin unambiguous compliance with an ambiguous
requirement will frustrate many users — and ultehamay lead users to opt in as a matter of routine
without actually taking the time to read through frivacy notices they are confronted with.

Furthermore, the requirement of express consentlezayto adecrease in Internet use in Romania
Statistics show that this country has registeresl afithe highest percentage of people that havernev
used the Internet. At 39% of the population in 20Rbmania's rate of regular internet use (at least
once a week) is significantly below the EU averégfi%o)?

A major point of concern may be anticipated for Raim’'s employment market where employers
currently rely on employees' consent to justifytaierdata processing operations like internatiatadh
transfer. Under the Regulation, consent alone stwlprovide a legal basis for such processings Thi
would arguably render the management of HR dataendfficult and, in case of multinational
employers operating in Romania, would prevent titegration of Romanian employee data into the
global workforce organizational processes operagihgroup-level. Although we agree that generally
employment relationships are based on a signifid@abtalance of power, this does not necessarily
exclude the validity of employee consent. A reldévexample would be where an employer decides to
ask its employee details of a contact person ie ch®emergency. The employee is free to offer such
information to the employer as its benefits aradiemore beneficial than any consequences trighere
by the actual disclosure of such data. In conchygteere are situations in the employment context
whereby consent is validly expressed despite the limlance of power.

Moreover, from AmCham Romania's experience withRloenanian Data Protection Authority (DPA),
when examining data processing operations of chetsp the DPA values the existence of employees
consent. Therefore, it may be construed thatpractice of the Romanian DPA may be significamy
affected by the Regulation in the absence of clearew rules to regulate the matter In order to
mitigate any potential negative implications, AmechRomania recommends that the Regulation allows
employers to process employee personal data basedowsent in certain situations where the
imbalance of power is not a determining factordlation to personal data processing.

Furthermore, prescriptive consent requirementsiat®nly impacting the flexibility in designing way
to seek informed and meaningful consent, but theyadsoincreasing the costs of data processing
especially in the online environment, where seryinaviders would incur significant costs in order t
accommodate the consent requirement from a tedhpaat of view. Ultimately, this may reduce

! For more information, http://ec.europa.eul/information _society/digital-
agenda/scoreboard/countries/ro/internet_services/index en.htm and
http://ec.europa.eu/information_society/digital-agenda/scoreboard/docs/2012/scoreboard life_online.pdf.




Romania’s competitive advantage in the IT & Commations sector and its chances of becoming a
regional technological hub.

Last but not least, theew rules will discourage the positive trend toward anonymization and
minimization of personal data processing Amcham Romania believes that rather than requirin
express consent, the Regulation should provide nmzentives for data controllers and processors to
render anonymous the processed personal data. élortg term, such procedures may prove more
beneficial to data subjects than express and adfium consent.

Profiling

Profiling itself is merely a technical process thetps identify patterns across large quantitiedaté,

and in doing so allows information to be collectanl organised in meaningful ways. As such, there is
nothing inherently wrong with profiling. Indeed, gfites are frequently used to satisfy consumer
demands for technologies and services that remethbimpreferences, such as their native language o
home country, or that are customised in any othayswOf course, as with any business process,
automated profiles can also be used to achievediesisable outcomes, such as discriminating against
individuals on the basis of their health. To endginag user data is not used to achieve goals tieat a
contrary to EU citizens’ interests, it makes setuseegulate the use of profiles for harmful purmose
However, such rules should not restrict the bugdif profiles for all purposes — including benedici
purposes that are intended to respond to legitic@tsumer demands.

AmCham Romania's recommendation is that the Regul@n be amended to make clear that
profiles can continue to be used for beneficial antegitimate purposes such as, monitoring and
fraud and crime prevention, service improvements, pviding customised internet experiences to
users, marketing. Subjecting both beneficial and harmful profilingigities to the same rules would
impede many consumer driven services which woule lranegative impact both on consumers and on
service providers. Consumers will no longer berfedim marketing products specifically designed to
suit their preferences. On the other hgmafiling lies at the core of the direct marketingbusiness
model and e-commerce. Therefore, companies that eff their services and products on-line,
which have registered a continuous growth in sales the past years in Romania, might be
irreversibly affected and decide to withdraw from the Romanian market.

Another relevant example of industry which will ladfected by the current provisions of the

Regulation on profiling is the healthcare industigalth research, particularly in the areas of theal

services, population and public health, criticallgpends on the availability of existing data about
people. However, most of this data can be anonyhasé/or pseudonymised to serve the purpose.

We are concerned about Article 20 not providingsdirttction between data processing that identifies
an individual and data processing that does notcukeently drafted, Article 20 - which uses thenter
“natural person” rather than “data subject,” seémngroaden the overall scope of the Regulation even
further by not focusing on what would constituteisk for the data subjectWe believe profiling
techniques per se do not need special regulatorye@atment given the many safeguards introduced

in the draft Regulation especially when incentivesre provided for companies to anonymize
and/or pseudonymise dataThe current text of Article 20 might render légiate use of data for
health research impossible with great consequédncdle social benefits in this area. While indivadl
research institutions can work for years on a dareAlzheimer’s, results come much faster when
analytics are applied and these institutions combimta sets.

That is the promise of today’s business analytodracting insights from proliferating data to help
individuals, organizations and entire societiesgyearter. Indeed, analytics are no longer a lukury
a requirement for organizations that seek to makeses of the ever-increasing sum of what they know.



3. Definition of personal data

The Regulation defines personal data as any inflomaelating to a data subject. AmCham Romania
believes that such a general wording triggers igle of qualifying all information about data sukigec
as personal data, which would not be an accurgpeoaph.The definition blurs the distinction
between information that identifies directly or indirectly a data subject and the information
which does not lead to such identification and whitshould therefore not be qualified as personal
data. Consequently, in practice data controllers anda datocessors would experience serious
difficulties in determining whether the informationllected from individuals falls within the defiitin

of personal data. Given that the concept of “pesbatata” is fundamental in establishing the
applicability of the Regulation, AmCham Romania ibats that there can be no uncertainty
surrounding its definition and the exact data fere to. In practice, this would create confusion
amongstrganisationswhich may not be able to assess whether their activitiege subject or not

to the Regulation.

Moreover, please note thattoo general and unclear definition of personal da would complicate

to a large extent the data protection issues in Raamia, where in AmCham’s opinion, the level of
awareness in respect of this field is relatively {@. Moreover, apart from the national law
implementing the current Directive 95/46, there aoé too many guidelines issued by the Romanian
DPA.

Last but not least, the definition tfenetic data" is equally broad. Genetic data is deemed as highly
sensitive data whose processing requires additisafdguards. Thereforén order to avoid an
extensive interpretation whereby ordinary personaldata such as hair colour is included within

the scope of the definition, a very clear and prese wording is advisable.

4. The right to be forgotten

According to Article 17 of the Regulation, data s shall have the right to obtain from the
controller the erasure of their personal data. Hamethe nature of the right to be forgotten does n
reflect the structure of the internet.

Digital data today is often quickly replicated assdhe web on systems and servers across the globe
with or without any formal technical or contractualationships between different parts of the amlin
ecosystem. For example, many search engines atdnt@ygregators use publicly available internet
information to catalogue and build large cachedaté without any explicit contractual agreemenhwit
the primary publisher of the information. Thesehmcare what make it possible for individuals tal fi
data quickly on the internet when they do an Irgesearch. However, as a resitltan be difficult if

not impossible to “remove all tracks”, such as information created by a third party.e@ithe high
diversity of online channels, personal data maystmed by platforms which are not under the
authority of the data controlleBy requiring that controllers notify any and all third parties, the
right to be forgotten provision seems to be basechahe assumption that companies can oversee
the entirety of the World Wide Web and control theinformation on it — an obligation that is
directly at odds with the open architecture of ititernet. Indeed, European law (in the E-Commerce
Directive) already recognises that it would be asmmable to ask companies to monitor the internet
and makes clear that companies should not be estjtordo so.

To be workable, any interpretation of the rightot forgotten must not obligate companies to do that
which is technically impossible. Accordinglthe Regulation should limit the right to be forgoten

to that data retained by and under the control of he controller and reasonably accessible in the
ordinary course of businessAt the same timethe right to be forgotten should extend only to a
user's own data(i.e., data that a user inputs directy)d not to data generated in the operation of
the service (for example, error messages or uptimstatistics). For user convenience, service
providers should also be permitted to retain dataaflimited period of time in order to re-enabters
accounts where users expressly requestedRhishermore, AmCham Romania believes that the
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Regulation should pave the way for on alternative mchanisms protecting the right to be
forgotten, such as the obligation for online proviérs to inform users about privacy settings.

Data Portability

AmCham Romania acknowledges the need for consutmdrs able to take their data in a commonly-
used format subject to further use. Howetke Regulation should recognize theéechnicalreality
that the ability to export data does not necessasil mean that such data can be used “as is” in
other services Companies use a wide range of mechanisms toettablexport of data — among them
industry standard formats, import/export functiamsl application program interfaces permitting ather
to connect to the data directly — depending ontdulnology, service and functionalities involved.
Moreover new mechanisms are invented every daya fesultthe successful transfer of data from
one service to another is not a simple propositior and mandating a single format for data
transfer will require technology providers to chang other aspects of their products and services
which may result in less functionality, less diveiigy and a worse overall user experience.

Furthermorethe principle of data portability does not reflectcloud computing servicesvhich are
based on a variety of data formats and integratediehs in continuous innovative technology.

We propose a solution that permits users to port th data they had originally created, but allows
industry to decide on formats and technical detail®f returning user data back to usersbased on

a variety of technical and commercial factors —luding an emphasis on ease of use and the
prevalence of a particular format and method.

In addition to this, the Regulation should expnggsiovide that theules on data portability are
without prejudice to the proprietary rights of data controllers such as intellectual property rights
and trade secrets.

Administrative burdens

Although AmCham Romania supports ttemoval of the requirement to notify the DPAIn respect
of data processing operations, AmCham believes tiwat Regulationhas replaced it with new
obligations which do not in fact reduce the administrative daurs for data controllers and data
processors.

6.1 Privacy impact assessment

According to Articles 33 and 34 of the Regulatidata controllers and data processors are required t
perform a privacy impact assessment and requirer @authorisation for a range of processing
operations from the DPA. Requiring such prior atttagion undermines the declared objective of the
Regulation. Furthermore as data privacy awarersebsiied in Romania, so are theesources for
professionals to undertake such impact assessmenfsnCham Romania recommends the removal
of such authorization requirements.

6.2 Data Privacy Officer

As per the Regulation, data controllers and dadagesors having more than 250 employees or whose
core activities consist of processing operationgkvhequire regular and systematic monitoring dhda
subjects must designate an independent data pooteafficer. AmCham Romania believes thhae
number of employees within an organisation is notraappropriate threshold for determining the
mandatory appointment of a data protection officer.There are many organisations with a very large
number of employees which are involved in limitedadprocessing operations. At the same time, there
are organisations with very few employees whichesoigaged in massive data protection operations.



7. Distinction between data controllers and data procgsors

The legislative framework imposed by the Direct®®/46/EC, currently in force foresees a clear
separation between the role of a data controlldraadata processor. Usually the primary entity \sith
direct relationship with the data subject is théadzontroller (e.g. a bank or insurance company) on
whose behalf a service provider processes datadateeprocessor usually acts upon the instruction o
the data controller and his responsibilities aatbilities are laid down in a contract negotiatedthsy
parties. The data controller is liable towards tlea subject. Many business arrangements and
processes existing today are based on the undéirsganf the difference of these roles and the
freedom to negotiate accordingly.

The draft Regulation is fundamentally changing ttoscept by establishing new responsibilities and
liabilities by law.

Of greatest concern is Article 77 paragraph 2 & pghoposed regulation which is establishing a joint
liability between all data controllers and datagassors for which justification is lacking. Freedtom
negotiate between contractual parties is a firndialglished principle and practice throughout the
European economies. It is up to the data contiolte choose his ‘suppliers’ and define
responsibilities Extending a joint liability to all contractually parties within large projects will
result in endless negotiations and finger pointingvith no added value for the consumer/data
subject, especially in situations of great complexity welifferent IT providers are involved. To the
contrary, if a data controller will point a datebgect to a data processor with whom he never hgd an
contact this will hardly re-assure the individual.

Where obligations are directly imposed on the pseoe by law, they will have a duty to better
understand the information they process as opptossithply relying on the controller's representasio
related to the nature of the data. This defeatsctincept of data minimization as more entities wil
need to know more details about data subjectshéurtore, the processor may be less willing to accep
the controller's suggested processing requirementsufficient, based on their interpretation ofirthe
obligations to secure the data. This decreasedetj@ certainty in the instructions of the data
controller. As for the consumer, It may well bettttee Romanian individual would rather have the
Romanian company act as his personal data controlghan having first to identify who is the
responsible party and then having to liaise with te data processor as well.

In order to avoid unnecessary additional burdenrander current business practices impossible, the
new legal framework needs to clearly delineaterésponsibilities of the different parties involvied
processing information and ensure that the pabiies burdens that are appropriate to their rokaén
business environment.

However, in its proposed form, the Regulation iases the obligations on processors, which blur the
dividing line between the concepts of "data cofgrsl' and "data processors” especially in the cdnte
of cloud computing. If an enterprise is not cleattloe role it is playing, it cannot determine whiebts
apply or identify its supervising DPA. Thereforem@ham Romania considers that the Regulation
should further clarify the distinction between aofiers and processors. Otherwise these provisions
would seriously risk confusing the already estdlglts consumer relationships and market dynamics
and become a huge impediment to jobs and growth.

8. Administrative fines

Data protection obligations are only effective ke textent they are enforced. Therefore, AmCham
Romania welcomes an enforcement regime whereby DéAsempowered to impose meaningful
sanctions for flagrant or repeated violations tHakeaten real harm of the individuals affected.
Consequently, AmCham Romania believes that the &reefits all” approach imposing the same level
of sanctions irrespective of the harm caused bgrtain conduct, which may be either deliberate,
flagrant or merely accidental, should be amendedompany that inadvertently fails to use a specific



electronic format when giving a customer acceskisganformation could face the same penalty as a
company that repeatedly and intentionally colleatsl processes data about individuals without
informing those individuals about its activitieso De balanced and effective, the Regulation should
ensure that the most punitive sanctions are reddordruly bad actors.

In order to assist DPAs in applying sanctioisyould be useful if the Regulation provided clear
criteria determining aggravating circumstances, inwhich case the penalty should be at the high
end, as well as extenuating circumstances limitinthe sanctions to the lower endAlthough the
Regulation includes a list of factors to be usedDB3As as guidance, the list is not comprehensive.
Additional factors could include, for example the ert of measures the company involved took to
avoid the breach whether the company was genuinely unaware alfmuiattivity amounting to a
breach of obligations and if the organisation taikps to remedy the breach immediately upon
becoming aware of it.

In terms of thelevel of fines AmCham Romania believes that it is ratlexcessive For global
companies, fines can result in hundreds of milliefisEuros. Therefore, AmCham Romania fully
supports AmCham EU’s proposal s$abject the fines to a capmore specifically 0,5% of the annual
global turnover up to EUR 500,000, 1% up to EURIllion and 2% up to EUR 2 million.

As further detailed at section 10 beloim, order to avoid the double sanctioning of the sam
conduct by several DPAs, the Regulation should cldg specify that the competent authority to
apply administrative sanctions is the DPA determing as per the “one stop shop” principle

Delegated acts

The Regulation includes 26 provisions conferringveoon the Commission to adopt delegated acts,
empowering the Commission to subsequently provideerdetail on some of the drafted measures. In
Amcham Romania's opinion, these provisions shoaldipnificantly reduced, especially since many of
these provisions deal with fundamental elementsheflaw, such as (i) the material scope of the
Regulation and the lawfulness of processing (Aetig{1)(f)); (ii) data breach notification (Articlexl

and 32); (iii) administrative sanctions (Article)7These essential elements should be addresskd in
Regulation itself, not left to secondary law-makimgthe Commission. This would also go against the
harmonising objective of the Regulation.

Other delegated act provisions give the Commispimer to prescribe technical formats, standards
and solutions threatening to replace industry imtion with regulatory intervention. This threateas
complicate, rather than simplify data protectiotesulf new rules are regularly adopted, it means
that benchmarks for data protection are always chaging and it becomes virtually impossible for
organisations to ever achieve compliancé&loreover, prescriptive measures would potentialhdbr
innovation in privacy protection. Therefore, AmChdomania believes that at a minimum, the
Regulation should make clear that any secondagsrdb not take the form of design mandates or
preferences for particular technology solutions.

Finally, as the Article 29 Working Party and the Bata Protection Supervisor have noted, the
delegated acts provisions in the Regulation do include a clear timetable for implementation.
Therefore, should the mechanism of delegated &ctedintained in the final version of the Regulation
AmCham Romania would like to reiterate the impoctamf establishing alear deadline for the
adoption of delegated acts in order to avoid busimses facing a lengthy period of legal
uncertainty about their rights and obligations. In this sense, please note thgiven the heavy
workload the Romanian DPA has to deal with on a d& basis, procedures in front of the DPA, as
well as the creation of the much-needed regulatorguidelines are affected by considerable
delays. Therefore, from a Romanian perspective, Aniam Romania believes that the institution
of delegated acts will cause severe disruptions the operation and functioning of the Romanian
DPA, especially in terms of timing of adopting themeasures adopted by the European
Commission as well as of processing requests fromata controllers and/or data processors.
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11.

Territorial scope and applicable law

According to Article 3, the Regulation is deemedpply in respect of non-EU controllers in caserthe
envisaged processing activities relate to the offeods and services to EU residents or to the
monitoring of their behaviour. Howevethe Regulation fails to clearly define what kind of
activities fall under the scope of the term "moniteing”. This is likely to cause many uncertainties
in respect of the scope of the Regulation, esdgdiathe context of the widespread use of therimdé

In orderto avoid an excessive applicationf the Regulatiorio non-EU based controllersoperating
worldwide accessible websites, the Regulation gholdarly provide that certain cases such trd
country e-commerce website, which can be accessamlaviewed by individuals in the EU should
not in itself be considered as "offering of goodsral services to EU residents".In exchange,
AmCham Romania recommends tltatncrete criteria such as offering shipping to EU Mmber
States should be considered.

The one-stop-shop principle

Today, companies that operate across Europe ajjecsubb multiple and divergent national data
protection regimes. To address this problem, thguRd¢ion introduces a “one-stop-shop principle”
based on the location of an organisation’s “maitatdshment”. In other words, the Regulation
provides for single competent data protection aitth¢DPA) to oversee all data processing actigitie
of data controllers throughout the EU.

Although this approach offers a significant impnment over the existing, fragmented regime, the
Regulation applies different tests for controllarel processors in determining their country of main
establishment. To determinepaocessor’'s main establishmentthe Regulation looks to the place of
“central administration ” — a term that is undefined and in practice mayeh@o relation to the market
where data is in fact processed. The Regulatios assomewhat more sensible testdontrollers,
based orwhere “main decisions” about processingare taken in the EU — but then introduces
unclear and circular test relating to “main processng activities” in the context of an establishment.
The result may be that multiple data protectionharities claim jurisdiction over organisations,
especially organisations that act as both procesand controllers in multiple Member States. For
example, a cloud provider that plays the role dhdaocessor in relation to its cloud customersy ma
be at the same time a data controller as regasdsldta of its own employees. Therefore, AmCham
Romania considers that the Regulation should stbfmatrollers to the same test as processors when
they are playing both roleAs most of the IT companies representing the Informtion Technology

& Communications Committee within AmCham Romania are global companies and, in most
cases, cloud computing operators, and in order tonsure that the competent “one stop shop”
DPA is the one which is naturally best situated t@xercise adequate oversight and enforcement
powers, it would be more relevant to link the mainestablishment to the location where the data
processing decisions are taken.

Moreover, in order to ensure consistency of the temyal framework, the “one stop shop” principle
should be fully integrated throughout the Regulatim this sense, key provisions such as the ofht
data subjects to lodge complaints with the DPA (et 73), the right of data subjects to bring
proceedings before the courts of their place ofdesse (Article 75) and rights of DPAs to take
provisional measures against controllers estaldish@ther member states (Articles 55 and 56) do no
recognise the primacy of the competent supervisoithority determined as per the “one stop shop”
principle. Therefore, it is unclear whether enfoneat of the Regulation will rest with that authgrit
or alternatively, the enforcement will be ensurgdhe DPA in the country where the data controller/
processor is located. Similarly, it is unclear tdiehh authority data subjects may lodge their
complaints.

Furthermorethe Regulation does not provide any guidelines inespect of the competences and
relationship between the DPA, determined as per thene stop shop principle, and the DPAs in
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each Member StateThis could cause major procedural difficulties fiata controllers and processors
as well as possible conflicts of competence, affigéréint interpretations and enforcement measures
within several DPAs which would ultimately lead delay in procedures. Unless DPAs would be
required to follow the same procedural rules andrae based on the same standardised documents,
each DPA will develop its own practice and workihgcuments (e.g. data breach notification forms,
contractual clauses, and other templates), depgruatinits experience and level of sophistication. In
this respecAmCham Romania is concerned that the Romanian DPA ight not be able to face

the challenges imposed by the Regulation, due tositlimited resources, both in terms of
headcount, financials and training

In order to mitigate the above potential negatisasequences, AmCham Romania recommends that
the Regulation clearly determines how several egie¥WDPAs are to cooperate so that the interests of
data controllers, data processors as well as itd@als are not affected. In addition to this, Ceafl
(co-operation and consistency) should explicitlguiee DPAs to refer complaints and investigations
relating to a controller to that controller’s cortgr® DPA according to the “one stop shop” principle

Certifications

The Regulation helpfully promises to promote cixdifions and other mechanisms to encourage
organisations to demonstrate their security andapyi commitments. AmCham Romania welcomes
such efforts. Moreover, it would like tencourage the Regulation to support international
certifications, including EU-adopted international certifications, instead of sector-specific or
regional certification programs, which can lead tofragmentation of standards in privacy and
data security.

Given that, in general, the industry is better ppad to keep up the pace with technological
developments than state institutions, AmCham Roaegtommends that certification mechanisms be
industry-driven, with oversight and help from then@nission if required.

International data transfers

In line with AmCham EU’s positionAmCham Romania welcomes many of the proposed
amendments regarding international data transfer, in particular the fact that Binding Corporate
Rules ("BCR") may be adopted by both data controlles and data processorsand require approval
only from one DPA.This will significantly reduce the costs and admirstrative burdens for
Romanian data controllers given that, to AmCham Rormania’'s members’ knowledge, the
Romanian DPA has never recognized BCRs as legitim@agrounds justifying international intra-
group data transfer, even in cases where such BCRgere approved by an homologous DPA in
another Member State.

However, AmCham Romania believes that there arerabaspects of the Regulation which may be
further improved. In this sense, the Regulationusdhoclarify that no authorization or other
administrative requirements are further required in case a country, territory or a processing
sector within that country has been considered asdaquate by the European Commission.
Moreover, the Regulation should make clear thabgitions enabling transfers to a country, territory
or sector affected by a negative adequacy decaieralso applicable. Therefore, Article 41(6) sdoul
make clear thatwithout prejudice to Article 42 and Article 44" means that in case of a negative
adequacy decision of the European Commission, ttatesfers to the concerned third country are
nevertheless possible based on these articles.

In addition to this, given the vast technologicatelopments in the area of cloud computing, AmCham
Romania believes thdhe Regulation should provide that international dda transfers through
cloud computing services offer adequate safeguards case cloud computing service providers
have acquired a recognised certification in this &éld.
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Moreover, AmCham Romania asserts that the probibibf data transfers that are frequent or massive,
listed in Article 44 paragraph 1 letter h), doe$ henefit cloud service providers, given the la¢k o
clarity of what the term “massive” means. MoreovemCham Romania recommends that rather than
prohibiting such transfers, the Regulation shodilowaorganisations to define appropriate safeguards
for "massive or frequent" data transfers.

Also, given the numerous data transfers to the hk& take place in connection with Romanian
businessesAmCham Romania advocates for the Regulation to exjglitly mention the fact that the
EU-US Safe Harbor program remains in place in ordeito avoid any possible non-clarities.

Data breach notification

The Regulation requires data controllers to natifgersonal data breach to the DR#ithout undue
delay and where feasible, not later than 24 hours after having become aware of it”.

Although AmCham Romania acknowledges the need tifyrdata breaches promptlthe complexity

of each particular data breach makes it difficult © subject all data breaches to a fixed
notification term. Moreover, the 24 hours target set forth by the UR@n is not realistic and
counterproductive. Due to technical and administeatonstraints, filing a complete data breach
notification within 24 hours is virtually impossélData controllers need more time to investigate
exactly what data has been breached, the potentidinpact on data subjects, as well as any
remedies to mitigate any adverse effectdt would be premature to notify a breach befolesath
information is collected and carefully considerBata controllers should be allowed to focus more
on gathering information about the affected data ad related data subjects and to assess the
impact of the breach, rather than focus on adminigtative burdens. Therefore, in line with the
breach rules in the 2009 additions to the e-Pri\Ricgctive (2009/136), companies should be required
to notify DPAs “without undue delay” rather thantkin a 24-hour window. Severe penalties for non-
compliance should be reserved for those controlldas wilfully and repeatedly fail to notify.

Moreover, the Regulation seems to require thadatkh breaches, both serious and non-serious, raust b
notified to the DPA, irrespective of the actual awop they have on data subjects. In AmCham
Romania’s opinion, this data breach notice regimendt workable in practice as it threatens to
overwhelm DPAs and data subjects with notices aboubreaches that may ultimately prove
immaterial or trivial. In turn, this may leadlata subjects ultimately to ignoreall notices and to
impair the ability of DPAs to effectively tackleeahruly serious breaches. In this sen&mcham
Romania would like to express its concerns about éability of the Romanian DPA to handle
data breach notifications thoroughly, effectively ad in a timely manner, considering its limited
resources of qualified personnel.

Excessive notices may also lead to an unreasoedsé of fear among Romanianand European
internet users which may negatively affect the use of internasdd technologies.

To ensure the regime is effective, controllers #&hdoe required to notify data subjects and/or
regulators of a breach only when there is significésk of serious harm to the data subject. Getey

be considered in making this assessment coulddediue type of data involved and its sensitivihg t
nature of the breach, and the type of harm thredtby the breach.

Finally, AmCham Romania recommends that gxemption from the data subjects notification

requirement in case data has been rendered unintéible by encryption or equivalent means
(Article 32) be extended in respect of DPA notificdons as well.
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